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DETAILED ACTION 

1 . This office action is in response to Applicant's amendment filed on March 14, 
2008. Claims 1 and 8 have been amended. New claims 15-16 have been amended. 
Claims 1, 3-8 and 10-16 are pending. 

Response to Arguments 

1 . Applicant's arguments filed March 14, 2007 have been considered but are moot 
in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1 , 4-8 and 11-16 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Brown et al. (hereinafter Brown) US Patent 6,671,805 in view of Bull 
et al. "Content Extraction Signatures using SML Digital Signatures and Custom 
Transforms On-Demand", WWW2003, May 20-24, 2003, Budapest, Hungary, ACM 
(hereinafter Bull) in view of Rohatgi et. al. (hereinafter Rohatgi) EP 0752786. 

As per claims 1 and 8: 

Brown teaches an electronic document management system, comprising: 

a data creation device for creating an electronic document which has two or more 

partial documents having an arbitrary or fixed length; (col. 8, lines 35-47; col. 15, lines 

17-20) 
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a signature device for generating a plurality of items of information, eacli item of 
information being for verifying validity of a respective one of the partial documents; (col. 
8, line 57-col. 9, lines 30; col. 13, line 41-col. 14, line 63) 

a masking device for masking the electronic document by deleting or modifying 
one or more partial documents; and (col. 12, lines 56-67; col. 13, lines 12-40) 

a verification device for verifying the validity of the masked electronic document 
which has one or more deleted or modified partial documents, examining the validity of 
each of the partial documents of the masked electronic document including the one or 
more deleted or modified partial documents by verifying the generated item of 
information for each respective one of the partial documents, and based on a result of 
the item verifying, determining whether each respective partial document has been 
deleted or modified, (col. 22, line 9-col. 23, line 45) 

Brown does not explicitly disclose masking after generating the items of 
information and the digital signature and generating an aggregate of the generated 
items of information for verifying the validity of the electronic document, and generating 
a digital signature to the aggregate of the generated items of information. Bull in 
analogous art, however, discloses masking after generating the items of information and 
the digital signature and generating an aggregate of the generated items of information 
for verifying the validity of the electronic document, and generating a digital signature to 
the aggregate of the generated items of information.. (Section 2.2 Content Extraction 
Signatures; 5. Practical Use of CES for Ace University) Therefore, it would have been 
obvious to one ordinary skill in the art at the time the invention was made to modify the 
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system disclosed by Brown with Bull in order to enable selective disclosure of verifiable 
content, provide privacy for masked content. (Abstract, Bull) 

Both references do not explicitly disclose that determining whether each of the 
respective partial documents has been deleted or modified based on the verification of 
the generated item of information for the respective partial document. Rohatgi in 
analogous art, however, teaches determining whether each of the respective partial 
document has been deleted or modified based on the verification of the generated item 
of information for the respective partial document, (figures 1 , 7; Abstract; page 8, lines 
2-14) Therefore, it would have been obvious to one ordinary skill in the art at the time 
the invention was made to modify the system disclosed by Brown and Bull with Rohatgi 
in order to hash portions data and compare the generated hash values with the 
transmitted hash thereby determining if the transmitted data is authentic or not. (page 1 , 
lines 5-31 ; Rohatgi) 
As per claims 4 and 11: 

The combination of Brown, Bull and Rohatgi teaches all the subject matter as 
discussed above. In addition. Brown further discloses wherein the data creation device 
divides the electronic document by adding a delimiter to the beginning and/or end of 
one or more of the partial documents, (col. 8, lines 35-47; col. 15, lines 17-20) 
As per claims 5, 12 and 15-16: 

The combination of Brown, Bull and Rohatgi teaches all the subject matter as 
discussed above. In addition. Brown further discloses wherein the electronic document 
is a document created with a markup language, wherein the partial documents are 
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markup units for the document created with the marl<up language, and wherein the 
delimiter is a tag for the markup language, (col. 8, lines 35-47; col. 15, lines 17-20) 
As per claims 6 and 13: 

The combination of Brown, Bull and Rohatgi teaches all the subject matter as 
discussed above. In addition, Brown further discloses wherein each item of the 
information for verifying the validity of a respective one of the partial documents is a 
hash value which is generated with a hash function for the respective one of partial 
documents, (col. 22, line 9-col. 23, line 45) 
As per claims 7 and 14: 

The combination of Brown, Bull and Rohatgi teaches all the subject matter as 
discussed above. In addition. Brown further discloses wherein each item of information 
for verifying the validity of a respective one of the partial documents is a digital signature 
for the respective of the partial documents, (col. 22, line 9-col. 23, line 45) 
4. Claims 3 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Brown et al. (hereinafter Brown) US Patent 6,671 ,805 in view of Bull et al. "Content 
Extraction Signatures using SML Digital Signatures and Custom Transforms On- 
Demand", WWW2003, May 20-24, 2003, Budapest, Hungary, ACM (hereinafter Bull) 
and further in view of Lee et al. (hereinafter Lee) US Publication 2003/0145197 Rohatgi 
et. al. (hereinafter Rohatgi) EP 0752786. 
As per claim 3 and 10: 

The combination of Brown, Bull and Rohatgi teaches all the subject matter as 
discussed above. In addition. Brown further discloses an authorization failure that 
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notifies a signer and/or the signer's employer, bank, or the lil^e if a signature is not 
successfully verified, (col. 24, line 51 -col. 25, line 4) None of the references explicitly 
disclose wherein the verification device displays the result of the verification on a 
display unit for the purpose of notifying a verifier whether the respective partial 
document deleted or modified while assuring the validity of the whole electronic 
document. Lee in analogous art, however, discloses a verification device displays the 
result of the verification on a display unit for the purpose of notifying a verifier whether 
the respective partial document deleted or modified while assuring the validity of the 
whole electronic document, (page 8, paragraph 53) It would have been obvious to one 
ordinary skill in the art at the time the invention was made to modify the system 
disclosed by Brown, Bull and Rohatgi with Lee in order to provide the verification result 
to the user by utilizing web documents. 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
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extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SHEWAYE GELAGAY whose telephone number is 
(571)272-4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



IS. G.I 

Examiner, Art Unit 2137 
/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2137 
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